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The technology to make  passwords obsolete has finally arrived . But how 

do we operate without passwords ? This eBook will  discuss what 

passwordless means, the empowering abilities of a passwordless 

solution, and some common misconceptions surrounding the 

technology.  

 

WeɅll walk you through:  

Ẇ The chronic pain of passwords that weɅve all grown accustomed to 

Ẇ Viewing authentication as a continuum vs. a sin gle binary event  

Ẇ Questions to ask yourself regarding your current authentication practices  

Ẇ The challenges and latest bes t practices for passwordless  authentication  

Ẇ The delight of replacing your passwords with a secure and frictionless alternative   

Ẇ How to phase in passwordless auth entication   
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ɈMore than 80% of breaches 

related to hacking involved brute -

force cracking or the use of lost or 

stolen credentials.ɉ 
 

τVerizon 2020 Data Breach  
Investigations Report1 
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Why move beyond passwords?  

 

Security  

Unfortunately, when you combine passwords  with people, 

people do whatɅs easiest: they recycle credentials. 

Cybercriminals harvest credentials (a trivially easy task, be it through 

phishing, malware, or the  20+ billion credentials readily available on 

the dark web), get into systems, and escalate privileges. Even worse, 

they disseminate what theyɅve aggregated. The tools they employ are 

scalable. Threat actors can spray passwords across multiple hundreds 

of domains of choice  and breach the system with perfect access to all 

resou rces thereafter.  

For these reasons and more, p asswords are a highly insecure method 

of authenticatio n. Passwords and their intrinsic vulnerabilities account 

for nearly 80% of all breaches 1. Adopting authentication methods 

without reliance on passwords cou ld eliminate most  breaches  and 

account takeover (ATO) for your enterprise.   

Friction  

To try and extend the security of passwords , enterprises now 

require multiple components to be included within a password : 

uppercase characters, numbers, special characters, minimum string 

lengths... the list goes on .  

Unfortunately, th ese additional components  make  passwords  more 

exhausting to repeatedly type up, and even harder to remember . In 

the short -term, this creates  friction . In the long -term, it becomes 

fatigue.  

The ensuing frustration hits end -users the most . Users recycle 

variations of their passwords  across services and end up resetting  their 

passwords  more often , compromising cost and security yet again.   

 

Costs  

Accumulating cost come s with both vulnerability and friction: 

the cost of deploying and maintaining authentication solutions, help 

desk, breached data, multi -vendor non -unified solutions, and lost 

productivity due to authentication troubles.   

 

An HDI survey2 reported that 30% of the support calls in the enterprise 

are tied to password issues or password resets. Using conservative 

figures, a 10,000 -employee organization can easily spend $100,000 

a year solely on password management issues .  

 

Eliminating passwords can help reallocate the budget  to other critical 

projects .  

 

Productivity  

End-user friction and excessive time wasted resolving breach es 

due to passwords both hinder productivity.  

 

On average, support calls to reset passwords take b etween 5 to 30 

minutes to complete . This impacts business productivity because  

employees are unable to simultaneously engage in their work.  

 

Customer Contact Central 3 reports that on average, 12% of the 

customers abandon their job responsibilities before they are 

connected to a support agent, directly impacting Net Promoter Score 

and business growth . 
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The reality o f passwordless  authentication  

 

Passwords are a relic o f past systems, and moving beyond them represents one of the major paradigm shifts in our modern age of cybersecurity 

practices. But itɅs one thing to say passwordless authentication is the future, and another to make a secure authentication system that is truly and 

comprehensively passwordless. The current movement towards passwordless authentication in the mainstream is riddled with practical problems 

that hamper  the ability  to go passwordless. Consider Touch or Face ID on iOS devices , which are theoretically passwordless methods of 

authentication. Yet the failure to authenticate with a biometric method prompts the device to ask for Ɂyou guessed itɁa password. Passwordless 

authentication that allows the use of passwords as a fallback is not a truly passwordless system. By default, it is at parity with passwords when it 

comes to security , therefore negating the main benefit of investing in a passwordless solu tion in the first place. Such solutions offer passwordless 

methods for user convenience only.  

 

Some entrenched authentication vendors are now calling their solutions Ɉpasswordlessɉ or even boldly assert that their solution is Ɉtrue 

passwordlessɉ, when upon further inspection, all they offer is a new way to mask passwords from the consumer or workforce. An enterprise 

typically employs a variety of systems to  operate and protect its assets. These discrete systems are likely to have different abilities to accommodate 

passwordless solutions. In such a situation, it is entirely possible for end -users to not use passwords while the IT admin does, due to the diverg ent 

systems used.  

 

Different aspects of passwordless solutions appeal to different types  of end -users. Some may prefer the convenience of a push notification, while 

others find it more manageable to simply memorize one password. The security standards an older end -user  is accustomed to can be difficult to 

change and relearn. Yet preliminary evidence shows that even the oldest end -users are open to passwordless solutions given enough  education 

and time 4.  

 

Acceptto recognizes that the ability for an enterprise to be fully passwordless is limited  as a result of passwords -as-a-fallback as well as multi -

system security environments. Passwordless is, at times, a buzzword in the identity access management (IAM) world . But at Acceptto, we also 

believe that the journey to begin moving over to passwordless authentication is a step in the right direction, and still provides a step up in security 

from legacy solutions. In the multi -decade co-evolution with attackers, AccepttoɅs Next Generation Authentication (NGA) has emerged as a better, 

faster, stronger, and revolutionary new authentication technology that defenders can employ to reclaim the upper hand. This is the desired 

destinatio n for enterprises to steer towards.  NGA is a more effective, multi -sensory, dynamic, risk -based authentication system , leverag ing data 

science advances that have been compounding for more than six decades. The main components for the NGA stream processing highlight  a 

modern system architecture with streaming data at its core.  Acceptto  also offer s the ability to consolidate all MFA/password siloed solut ions into 

one platform, to resolve issues that result from a multi -vendor solution. While reducing reliance on passwords is a step in the right direction, 

Acceptto is the only platform today that gives an enterprise a fully integrated, adaptive  platform for  passwordless continuous authentication . 

As technologies evolve, the ability to be truly passwordless will be in reach. Those who have already started that journey will be well positioned to 

continue advancing security and cut ting  costs at t he same time.  
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The future: Authentication as a continuum  

 

In review, we have seen that s ystem vulnerability has skyrocketed, as have costs, with little done  

to mitigate friction as legacy authentication solutions fall short of enterprise needs. Two-factor 

authentication is temporal, produces friction and fatigue, and  can be easily intercepted during 

transmission . Current security sol utions lack context and rely on too few attributes : even your 

biometrics can be reduced  to a  few binary traits. Whi le a fingerprint, face, or retina scan appears 

to  be distinctive and safe, it too can be spoofed with ease.  

 

ThatɅs why authentication is best conceptualized not as a single event with a binary yes or no, but 

rather a continuum. AccepttoɅs Next Generation Authentication (NGA) provides a simple way to 

access systems, while ensuring high security over time, throughout the li fe of each session.   

Unlike traditional authentication akin to a single guard at the front door, NGA is an embodiment 

of a cadre of digital guardians equipped with multiple security cameras and other sensors 

protecting all entry points. These defenders pat rol the hallways, recording throughout the day and night. They are also empowered to respond and 

take appropriate actions including immediately ousting any would -be intruders. By harnessing the powerful new capabilities of behavioral 

modeling and modern da ta science, the dangers endemic to password -based authentication systems are alleviated while the digital experience for 

both end -users and system administrators is improved.  

 

 

 

 

This is the only way to maintain the delicate 

balance between the  two compe ting  

objectives of IT Operations: service  level 

speed and secure access management.  

 

AccepttoɅs Passwordless solution is based on 

a profound truth: The longer authentication is 

viewed as a binary event, the higher the risk. 

By viewing authentication as a continuum, 

Acceptto sets a new standard for the security 

of passwordless authentication . 
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Your current authentication practices  

 

Before you can think about  moving beyond passwords, you must 

examine your current  enterprise  authentication system . Passwordless 

authentication is generally most secure when it is part of a multi -factor 

authentication (MFA) approach. Factors are typically categorized as one 

of the following: something you know (passwords), something you have 

(tokens, phone, FOB), or something you are (biometrics). Traditional 

authentication considers  one factor to verify your identity - this is 

usually something you know, represented digitally: a password. 

However, the digital nature of the knowledge makes it incredibly easy to 

copy and/or steal.  

 

To circumvent this problem, multi -factor authenticatio n (MFA) uses two 

or more unique factors to verify your identity. This can be your 

username -password in combination with any other number of factors 

(your fingerprint, a security question, a code) or can be done with 

multiple factors that do not include a p assword while retaining MFAɅs 

function and advantages. New factors, such as where or when you are, 

can also be considered  to provide further context. The use of more 

than one factor provides an essential barrier against threat actors 

hacking into accounts, breaching systems, and generally causing severe damage to your enterprise.  

 

Questions to assess the state of your current authentication practices  include:  

 

¶ How does the  system provide access for legitimate users ?  

o How does it do this while barring threat actors?  

¶ How much friction is a part of the registration, authentication, 

and recovery flows?  

o How is friction being measured, if at all? Measurements can 

include user s urveys, IT helpdesk costs of password -related 

incidents, and so on.  

 

¶ Does the system support a wide range of authenticators, 

platforms, and device -types?  

¶ What factors does the  system already include and allow?  

o How secure are the methods for these factors?  

¶ If and how post -authorization anomalies are detected, and 

how long is the lag between breach and discovery?  

o Many solutions discover breaches months to years after the 

time of occurrence . 
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Phasing in passwordless auth entication  

 

Platform selection criteria  
Prior to  phasing in a solution , you must review and select one of the solutions on the market. This can be  an arduous process, as many solutions 

may boast of the same features while utilizing significantly  different approaches to providing those feature s. These different approaches may 

integrate smoothly with your enterpriseɅs existing solution, or they may provide challe nges and require extensive adjustment . The list of 

recommended features below simplif ies the selection process by emphasizing the solution Ʌs approach  and flexibility.   

 

¶ Multi -factor Authentication  (MFA)  

o By forgoing passwords, the binary stop gap previously relied on will disappear. This is better for  enterprise security, as it reduces 

the attack surface. However, removing the Ɉwhat you knowɉ factor means one less factor to rely on. A platform that offers MFA 

ensures that the removal of a factor does not reduc e security.  

 

¶ Continuous authentication  

o Passwordless authentication paired with a continuous approach  that checks for identity  pre -authentication, at-authentication, and 

post -authorization  transform s identity management  from a binary , gated process to a n infinitely more powerful spectrum of 

security .  
 

¶ Passwordless  available everywhere  

o For the experience to be seamless  and effective , your selected platform must provide multiple routes for passwordless 

authentication: Passwordless web, mobile, workstation, and SSO platform  should all be available , where  possible. The greater the 

number of passwordless authentication checkpoints , the fewer the users trapped out of the system by forgetting to bring their 

phone into work . It also means more  attackers left outside the system, too .  
 

¶ Frictionless UX   

o With passwordless authentication comes heightened security . But the same is not necessarily true for user experience. Depending 

on the passwordless platformɅs approach, end-users may find the experience cumbersome . A frictionless user experience must be 

priorit ized while balancing security protections  to avoid inconveniencing end -users.  
 

¶ Deployment flexibility  

o Deployment flexibility with support for Cloud, On -Prem, Hybrid, multiple forests and disjoint domains  allows  for a seamless 

transition to a  passwordless authentication  system.  

 

¶ Real-time data analytics & anomaly detection  

o The ability to analyze data and detect anomalies in real time  on live data -streams  are critical for recognizing threat actors  to  prevent  

ATO and data breaches.  
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Passwordless methods  
Different platforms have different options for bypassing passwords . These can include:  

 

Magic link  

With this method, an email with a personalized link is sent to users. The link is essentially a type of TOTP, which allows th em to log in without the 

use of a password at any point in the process. The click of the link authenticates the user. This method is also  simple when it comes to technology 

requirements, so it can integrate with many solutions and be compatible with any r ange of 

devices end -users use while providing a consisten t experience across all of them.  

 

However, this method can be vulnerable, as most email accounts still rely on passwords to log in. 

Should the email account be compromised, then the access to the magic link is, as well. ϥtɅs also difficult to gain visibility into how the link may or 

may no t be shared.  

 
Time -Based One Time Pass words  (TOTP) 

Time-based one -time passwords (TOTP) or Ɉcodesɉ are expirable passwords that must be input after the main password and/or 

initial factor.  TOTPs can be delivered to the user through a text (SMS), a phone call, an email, an application, discrete token, or 

some other method. The rate at which they expire can be adjusted, although the safer option is for them to expire more quickl y. 

This shortens the window of time for threat actors to get through.  

 

TOTPs differ in both form and substance ɀ no two are the same  . Some are strings of characters, which lead them to have the 

same pitfalls as the standard password. Others are highly unique QR codes, which advances the level o f security by a huge factor.  

While TOTPs are a step up from security questions, they still represent a secondary factor that can be intercepted with the r ight 

tools and timing . For example, the use of SIM -swapping is rampant to acquire SMS-based TOTPs.  

 

Device  as a factor  

Device-as-a-factor includes  discrete security keys and  integrated biometric readers like the Win Hello Face and 

Fingerprint , as well as Touch/Face ID where available . Using technologies such as public key infrastructures (PKI)  

and asymmetric key pairs  such as X.509 certificates , a device can effectively serve as a compound factor , as it 

represents something you have and /or  know or are . Consider WebAuth n, a web standard  for passwordless logins  

published by the World Wide We b Consortium  (W3C). WebAuthn  outlines a standardized interface for 

authentication in web -based applications and/or services that utilize public -key cryptography. It consists of the 

WebAuthn browser API standard, and the F IDO Client to Authenticator Protocol (CTAP) which specifies  how  an 

authenticator can communicate with the  client platform . In essence, this  permits the devices ( a mobile device and 

computer) to compare information and  therefore  confirm oneɅs identity.  In this way, WebAuth n bypasses 

passwords by encoding a registered device as a factor in itself. This method is highly convenient and maintains excellent security.  
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The challenges  and best practices  of  passwordless  authentication  

 

While passwordless authentication solves many major issues related to passwords, it comes with its own set of challenges . Nevertheless, these 

challenges are surmountable, and often resolved during transitional stages of implementation. Some common challenges are summarized b elow, 

as well as how to manage them.  

Challenges  Best Practices  

 

Phone as a factor is insufficient.  

Although a phone can seem like an ideal Ɉsomething you haveɉ 

factor, it is still fallible. Phones can be misplaced  or damaged . 

Phone batteries run down . If your passwordless authentication 

approach depends  on end -users u sing their phone, you will have to 

have a plan in case of phone malfunction(s) or absence.  
 

Users need time to adjust . 

End users generally have more experience  working with passwords 

than without them. The Ɉpsychological acceptabilityɉ of a 

passwordless solution requires training and forming  new habits. It 

can also cause certain inconveniences . Users are more likely to 

forget passwords the less they use them. Too much step -up 

auth entication  creates UX friction,  but  too little can be a security 

risk. Managing these new challenges while reaping the rewards of a 

more secure system is a balancing act for any enterprise.  

 

Meeting compliance regulations.  

Enterprise needs often include meeting compliance guardrails 

specific to their industries. These guardrails can inadvertently make 

it more difficult to shift to a newer, more secure form of 

authentication, as such systems have not been approved yet, or use 

advanced methods that fall outside of an outlined scope. Consider 

in advance which compliance re gulations your enterprise must 

meet, such as NIST 800-63, PCI DSS, HIPAA, and more.  

 

Phase -in new user experiences.  

¶ Start with a subset of the  user population . This provides ample 

time to troubleshoot unforeseen problems as they occur.  

¶ Adjust the UX based on feedback from early adopters.   

¶ Provide training  for the end -users as changes occur. Keeping 

users informed encourages them to exercise secure 

authentication practices.  

 

Configure policies to your specific needs.  

¶ Iterate risk scoring / assurance levels based on your  enterprise  

environment  

o Understand causes of prior ATOs  

o Add new data feeds to improve contextual intelligence  

¶ Provide as many authenticators as appropriate to ease user 

adjustment to a passwordless system. AccepttoɅs authenticators 

including  the following: biometric (s), push , TOTP, Ble, RFID, 

security key, FIDO, passphrase, SMS, email, voice, and identity 

proofing  (ID/liveness test) .  
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The delight of replacing passwords  

Going passwordless does not have to be a pain . To the contrary, the security and excellent user experience a passwordless system provides can be 

highly rewarding . Take it from AccepttoɅs satisfied clients:  

 

 
Ɉ Behavioral  based continuous authentication  uses data science as a foundation for advancements in improving the consumer and 

employee digital experience removing friction and eliminating the potential to misuse credentials.  

This is the future of digital authenticatio n as passwords continue to grow in obsolescence and Acceptto has a platform  to provide 

enterprises with this capability today that offers an effective  implementation approach for every modern enterprise ." 

 

 

 

Ɂ Jim Routh, Former CISO MassMutual, CVS, Aetna, 

DTCC & American Express and cyber industry luminary. 

Current board member Acceptto.  
 

 
ɈLeveraging the Acceptto Authentication Risk Engine, we were able to achieve and sustain 98% reductions in customer Account 

Take Over (ATO) fraud losses.ɉ 
 

 

Ɂ Brian Heemsoth  

Executive Director of Global Security   
 

 
ɈAcceptto has detected and protected against multiple breach incidents in real -time  and made the sensitive admin passwords 

completely benign over the last 3 years .ɉ 
 

 

Ɂ John Moore  

CXO at Wauna Credit Union  

 

 

 

 

 

 




